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The information in this document may not be reproduced in whole, or in part, nor may any of the
information contained therein be disclosed without the prior consent of Contour Data Solutions (Contour). A
recipient may not solicit, directly, or indirectly, (whether through an agent or otherwise) the participation of
another institution or person without the prior approval of Contour.
No representation, warranty, or undertaking expressed or implied, is, or will be made, or given. No
responsibility or liability is, or will be accepted by Contour, or by any of its directors, employees, or advisors
in relation to the accuracy or completeness of this document, or any other written or oral information made
available in connection with this document.
Any form of reproduction, dissemination, copying, disclosure, modification, distribution and or publication of
this material is strictly prohibited.
Contour Data Solutions, LLC.
4259 West Swamp Road, Suite 301
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1.

Introduction

Contour Cloud provides Desktop as a Service (DaaS), that enables the delivery of virtual desktops, applications
and desktop disaster recovery capabilities to end-users on any device, anywhere. Contour Cloud leverages
VMware Horizon for its DaaS platform to enable the Digital Workspace.

1.1

Contour Cloud

Contour Cloud is owned and operated by Contour Data Solutions. Contour Cloud is built on enterprise grade
platforms and deployed across four data centers in North America. Contour Cloud provides consistent
networking and security for applications running on-premise or in the cloud. Our platform utilizes a single
management console, Cinch, and a common application programming interface. Contour Cloud offers
numerous benefits including:
•

•

•
•

Micro-Segmentation Security Policies Contour Cloud provides control over East-West traffic between
native workloads running in private and public clouds. Security policies are defined once and applied
to workloads. These policies are supported in multiple, regions and support a multi-cloud strategy.
Policies are dynamically applied based on a rich set of constructs, such as workload attributes and userdefined tags. Rogue or compromised workloads can also be automatically quarantined.
Network Control and Portability Contour Cloud provides consistency and control over network
policies, while also offering portability. Precise control is given over networking topologies and
addressing, providing capabilities such as stretching subnets across availability zones. Provisioning and
management of networking and security policies across cloud accounts can be greatly simplified and
standardized through the use of templates.
Increased Visibility Across Clouds Contour Cloud improves visibility and analytics for native workloads
in the cloud using existing and familiar network management tools.
Consistent operations Contour Cloud brings a standardized and consistent operational model to
applications running natively in public clouds. A single management console and common APIs allows
cloud teams to simplify their operations and scale across a growing number of public cloud
environment leveraging existing automation tools. Existing Day 2 operations tools can be used to
provide end-to-end monitoring, troubleshooting and auditing.

1.2

CINCH

CINCH is Contour Cloud’s proprietary automation platform, enabling self-service to easily create, modify and
manage all of your infrastructure and cloud data. CINCH makes it easy to find information, manage your
account and instantly connect with your Contour team. CINCH components include:
•
•
•

•

CINCH Dashboard provides a quick overview of your entire account. Instantly view all recent activity,
including bills, reports and tickets.
CINCH Solutions Center provides real-time status of your active components, ability to manage your
components and add additional components on the fly.
CINCH Management Center provides details on your individual Contour Cloud instances including IP
addresses, hardware specs, inventory items, bandwidth usage and scale optimizer to set rules for
potential traffic spikes.
CINCH Security Center provides you the insight to see all your security patches and KPI data.
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•
•

Contour Cares Support provides updates on existing tickets and gives you the ability to open new
tickets and contact our support team.
CINCH SLAs provides real-time insight into your systems and whether or not Contour is hitting our
agreed upon SLAs.

1.3

Technical Documentation and Training

An on-boarding process may be provided for all of our clients when requested. Documents, training and handon training outlining key concepts with usage examples are available.

1.4

Legal Terms

Use of the Contour Service Offerings is subject to the Terms and Conditions of the Master Managed Services
Agreement (MMSA)

1.5

Service Support

Contour Cloud Network Operations Center (NOC) will provide support for problems that you report, related to
our cloud offerings. The NOC can be reached via the Cinch Portal. Support will be provided to any client with an
active subscription.

2.

Contour DaaS Standard Service Model Options
•
•
•
•
•

Standard Desktop provides 1vCPU, 2GB vRAM, 30GB HD
Enhanced Desktop provides 2vCPU, 4GB vRAM, 60GB HD
Boosted Desktop provides 4vCPU, 8GB vRAM, 120GB HD
Superior Desktop provides 8vCPU, 16GB vRAM, 240GB HD
Customer Configuration

For all virtual machine OS licensing and use (such as Windows client or server OS), customers must use their
own volume license(s) purchased through their Microsoft licensing re-seller, which Contour can provide as a reseller. See Appendix C for details on supported Guest OS and Microsoft licensing guidance.
Customers may choose to buy additional hard disk storage in 1GB increments which can be distributed across
the virtual desktop servers and template space as necessary.
All virtual desktop options are deployed by default on dedicated computing servers with VMware Horizon,
layer-2 network isolation for workload traffic isolation, dedicated storage volumes, and a dedicated desktop
management instance. Each service instance is deployed with a public gateway for remote access that does not
require VPN access. Desktops and published applications can be accessed via the Horizon Desktop

2.1

Service Objects

All Service offerings includes the capability to access these objects:
•

Active Directory (AD) integration deployed and managed to include administrative roles, permissions,
and end user groups.
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•
•

•
•
•

3.

Templates may also be managed through the Virtual Desktop Administration Console and or though
the Change Management Process and are used as the base image from which VMs are cloned.
Desktop Pools are the grouping object for VMs, Remote Desktop Session Host (RDSH) published
desktops, and RDS published applications. Pools specify which Desktop model, image, desktop type,
and other policies to apply when creating VMs. Desktop VMs can only be created as part of a pool.
Virtual Machines (VMs) are the desktop that is accessed by the end user.
RDSH Published Apps (Apps) are the published applications running on hosted RDSH Servers that are
accessed by the end user.
Federated Services (optional)

Service Operations

The following outlines Contour’s roles and responsibilities in the delivery of the Horizon Desktop. While specific
roles and responsibilities have also been identified as being owned by you, any roles or responsibilities not
contained in this document are either not provided with the service or assumed to be your responsibility.

3.1

Service Provisioning

Contour may provide the following provisioning services:
•
•
•
•

•

Implementation of service components needed to support contracted resource pools.
Providing initial network resources including default Public IP addresses.
Providing initial or Reservation Capacity resources for Desktop Models (memory, processing, primary
storage, and networking) and Hosted Apps Servers.
Enabling a secure point to point network interconnect (a.k.a. backhaul) via VPN or MPLS from the
Contour Cloud DaaS network (to your corporate network). Note MPLS is purchased separately from
your ISP. MPLS Direct Connect will have an additional monthly charge.
Providing two hours of Administration Console and Desktop Portal walkthrough.

Customer will be responsible for the following provisioning services:
•
•
•
•
•

Providing corporate resource assistance for establishing site to site connectivity.
Completing Active Directory domain binding.
Creating desktop, session, and application pools and assigning to users.
Windows Client OS licensing (if applicable, and if so, compliance with applicable license agreements).
Installing and configuring custom or third-party applications and operating systems on deployed Virtual
Machines.

3.2

Disaster Avoidance and Disaster Recovery

Contour may provide the following services with respect to Disaster Avoidance and Disaster Recovery:
•
•

Data protection, such as routine backups, for the Contour Cloud DaaS infrastructure, including
management and user-management interfaces owned and operated by Contour Cloud.
Data and infrastructure restoration for the Contour Cloud DaaS infrastructure, including management
and user-management interfaces owned and operated by Contour Cloud.
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Customer will be responsible for the following services with respect to Disaster Avoidance and Disaster
Recovery:
•
•

Data protection, such as routine backups, for the data and content accessed or stored on Contour
Cloud DaaS VMs or storage devices, configuration settings, etc.
Data, content, VM and configuration restorations for assets accessed or stored on your Contour Cloud
DaaS account.

3.3

Monitoring

Contour may provide the following services with respect to Monitoring:
•

Monitoring the Contour Cloud DaaS infrastructure, infrastructure networks, top-layer management and
user-management interfaces, and compute, storage, and network hardware for availability, capacity,
and performance. Contour will also provide customers with a service summary level view of Desktop
Model quota utilization and desktop state.

Customer will be responsible for the following services with respect to Monitoring:
•

Monitoring the assets deployed or managed within your Contour Cloud DaaS accounts, including, but
not limited to virtual machines, operating systems, applications, operating system, SD WAN, MPLS /
VPN, or application vulnerabilities, etc.

3.4

Incident Response and Management

Contour may provide incident management services (e.g., detection, severity classification, recording,
escalation, and return to service) pertaining to:
•

Infrastructure over which Contour has direct, administrative, and/or physical access and control,
such as Contour Cloud DaaS servers, storage and network devices.

•

Service software over which Contour has customer provided administrative access and control, such
as the Contour Cloud Console.

•

Contour-provided operating system templates to the extent that:
o

Published templates cannot be access

o

Published templates cannot be used for provisioning without modification

o

Published templates cause errors at first run time

o

There are substantial hangs or excessive delays in the retrieval of a template

o

The configuration of a published templates affects the virtual machines interaction with the
hypervisor

o

Time synchronization issues (NTP) exist.

Customer is responsible for incident management (e.g., detection, severity classification, recording,
escalation, and return to service) pertaining to:
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•

Your account settings under our administrative management (domain, 2 factor authentication).

•

User-deployed and configured assets such as VMs, custom developed or third-party applications,
custom or user-deployed operating systems, network configuration settings, and user accounts.

•

Operating system administration including the operating system itself or any features or components
contained within it.

•

VPN integration.

•

Performance of user-deployed VMs, custom or third-party applications, your databases, operating
systems imported or customized by you, or other assets deployed and administered by you that are
unrelated to the Contour Cloud Console, Contour Cloud Desktop Portal, or Contour Cloud service.

•

Anything else not under the direct control and administration of Contour operations.

3.5

Change Management

Contour may provide the following change management elements:
•

•

Processes and procedures to maintain the health and availability of the Contour Cloud DaaS
Administration Console or Contour Cloud DaaS service components. Please see the Service Level
Agreement for maintenance schedules.
Processes and procedures to release new code versions, hot fixes, and service packs related to the
Contour Cloud DaaS Administration Console, or Contour Cloud DaaS service components.

Customer is responsible for:
•
•

•

Management of changes to your VMs, operating systems, custom or third-party applications, and
administration of general network changes within your control.
Administration of self-service features provided through the Contour Cloud DaaS user consoles, up to
the highest permission levels granted to you. Including but not limited to VM and domain functions,
backup administration, and general account management, etc.
Cooperating when planned and emergency maintenance is required.

3.6

Security

The end-to-end security of Horizon Desktop is shared between Contour and you. Contour will provide
security for the aspects of the service over which it has sole physical, logical, and administrative level control.
You are responsible for the aspects of the service over which you have administrative level access or control.
The primary areas of responsibility between Contour and you are outlined below.
Contour will use commercially-reasonable efforts to provide:
•

Physical Security: Contour will protect the data centers housing DaaS from physical security
breaches.

•

Information Security: Contour will protect the information systems used to deliver DaaS for which
it has sole administrative level control.
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•

Network Security: Contour will protect the networks containing its information systems up to the
point where you have some control, permission, or access to modify your networks.

•

Security Monitoring: Contour will monitor for security events involving the underlying
infrastructure servers, storage, networks, and information systems used in the delivery of DaaS for
which it has sole administrative level control over. This responsibility stops at any point where you
have some control, permission, or access to modify an aspect of the Service Offering.

•

Patching & Vulnerability Management: Contour will maintain the systems it uses to deliver the
Service offering, including the application of patches it deems critical for the target systems. Contour
will perform routine vulnerability scans to surface critical risk areas for the systems it uses to deliver
the Service Offering. Critical vulnerabilities will be addressed in a timely manner.

Customer should address:
•

Information Security: You are responsible for ensuring adequate protection of the information
systems, data, content or applications that you deploy and/or access on DaaS. This includes, but is
not limited to, any level of patching, security fixes, data encryption, access controls, roles and
permissions granted to your internal, external, or third-party users, etc.

•

Network Security: You are responsible for the security of the networks over which you have
administrative level control. This includes, but is not limited to, maintaining effective firewall rules,
exposing communication ports that are only necessary to conduct business, locking down
promiscuous access, etc.

•

Security Monitoring: You are responsible for the detection, classification, and remediation of all
security events that are isolated with your DaaS account, associated with VMs, operating systems,
applications, data, or content, surfaced through vulnerability scanning tools, or required for a
compliance or certification program in which you are required to participate and which are not
serviced under another Contour security program.

•

Compromised Desktops: You are responsible for any compromised desktops and resolving
related issues. Contour reserves the right to suspend desktops or whole customer accounts if
compromised desktops are detected in order to protect Contour’s infrastructure and business
operations.

3.7

Anti-Virus

As an optional service you may purchase anti-virus for your desktop. Anti-virus is recommended to be
installed, updated and configured on each Desktop whether it is provisioned by Contour or provided by you.

3.8

Desktop Templates

With regard to Desktop Templates, Contour may provide the following:
•
•

Contour will provide a catalog of supported virtual desktop templates that you may deploy into your
Horizon environments.
Contour will provide these templates, test them for quality, check for viruses, and install security
patches before making them available in the Administration Console.
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•

Contour will also maintain and update these templates from time to time.

Customer is responsible for:
•
•

•
•

4.

Deploying and configuring the virtual desktop templates that you choose to use, activating related
licenses, and maintaining compliance with such license terms.
In order to comply with Contour’s legal obligations to our third-party licensors, you will not be
permitted to export, download, or remove certain templates or any installed forms of certain
templates for installation or use outside of the Service Offering. These templates are the property of
Contour DS and will remain as Contour property.
You may implement or import your own Desktop Templates so long as you have the legal right to
deploy and use the software contained in such templates.
Templates that are provided by Contour and infrequently used, out-of-date, or no longer supported
may be removed at any time.

Business Operations

This section summarizes processes for ordering, scaling, renewing suspending, and terminating Contour Cloud
DaaS.

4.1

Ordering and Invoicing

Subscription Ordering
•

•

Initial orders include core Desktop and Hosted Apps Capacity, Reservation Capacity, Support, IP
Address, and Internet Bandwidth components for a Service Order Form (“Service Order Form”, or
SOF) and are described in further detail in Appendix A. The initial purchase establishes the default
billing relationship that applies to all transactions for that SOF for the duration of the contract.
When ordering the Service Offering, you may be required to fill out a detailed provisioning
questionnaire provided to you by Contour Cloud operations. This information may be required to
provision the order. It is the customer’s responsibility to complete and return the questionnaire to
Contour Cloud operations within 10 days of submitting the order. The service term and billable
period will begin at the earlier of (i) the date the service has been provisioned or (ii) 60 days after the
order date (irrespective of whether you complete the provisioning questionnaire). If you do not
provide a complete questionnaire, Contour Cloud operations will provision the order on a
commercially reasonable basis.

•

Additional capacity may be purchased at the time of initial order or any time after the initial order.

•

Additional services, such as additional Hard Disk Storage, may be purchased with the initial order or
through the Contour Cinch portal at any time during the subscription term. Additional terms and
fees may apply to such additional services.

•

Account changes to capacity can be made by ordering additional capacity or services any time before
the end of the contracted term.
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Invoicing
•
•

•

When you purchase the Service Offering directly from Contour, Contour will invoice you for all
ordered services within One (1) business days after the beginning of each Billing Period.
Plan Charges, as defined will be invoiced by Contour for the then-current Billing Period unless you
choose a prepaid Service Offering SKU, in which case you will be billed for the ordered subscription
term. Should the Service Offering not be provided for the entire Billing Period, then the fees for such
period will be prorated (a) from the day the Service Offering was first provided through the end of
the Billing Period, or (b) from the beginning of the Billing Period through the last day in the Billing
Period the Service Offering was provided, as appropriate.
Usage Charges, as defined will be invoiced by Contour on the next billing date following the Billing
Period in which they were used.

4.2
•

Metered Usage components such as Reservation Capacity in use are available for consumption at any
time under the Terms of Service. You are obligated to pay for such Metered Usage components at
the lessor of the contracted rate or then-current rates published by Contour if you purchased the
Service Offering directly from Contour. Such charges will be billed by Contour as Usage Charges. A
list of Metered Usage components will be provided in the Cinch Portal.

4.3
•

Metered Usage

Add on Capacity

Add-on capacity (such as additional desktops, hosted app servers, and storage) and services as
described above may be purchased at any time to meet new or expanded requirements.
o Additional desktops, storage and Reservation Capacity may be added via the Contour Cinch
portal or through purchase order.
o The Term for add-on capacity or services will be set to terminate at the same time as the
core subscription term.
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o

If add-on desktop capacity causes you to achieve a higher volume tier, any per-unit price
reductions will apply to the remaining term if billed monthly. Prepaid subscriptions will not
receive a refund. Per-unit price reductions will apply to the add-on desktop capacity for both
monthly and prepaid subscriptions added after the higher volume tier is achieved.

Definitions:
“Bandwidth” is the network connectivity from your Contour DaaS to the public Internet using Contour’s
Internet service providers. Bandwidth is consumed when data is either transferred or received by your
purchased class of service.
“Billing Date” is the date when Contour will periodically bill for the Service Offering. Billing Dates will
occur monthly unless otherwise indicated.
“Billing Period” is the period for which the Service Offering is being billed. Billing Periods are monthly.
“Desktop Model” is a bundle of compute, memory, storage and bandwidth capacity that can be
instantiated as a desktop. A core order consists of a quantity of a specific Desktop Model as defined
below.
“Core Components” are Desktop Models that include a public IP Address and Support, and storage for
your desktop model.
“Gold Pattern Templates” are master images that can be modified in the Administration Console and
are used to create virtual desktops.
“IP Addresses” are used to provide connectivity from the public Internet.
“Metered Usage Components” are those Service Offering elements that are billed based upon actual
usage. Metered Usage Components are: Reserved in Use Desktops.
“Plan Charges” are those Service Offering components that are not billed based upon usage (i.e., those
components that you have committed to purchase and are recurring during the subscription term
without regard to use). These charges will be invoiced for the then-current Billing Period as described in
Section 3.1 of this Service Description.
“Reservation Capacity” is an SLA guarantee for specific desktop model capacity to be delivered within a
specific time frame as set by the specific purchased plan.
“Reserved Desktop in Use” is a fulfilled desktop model capacity that has been activated by the customer
during the term. In use desktops must be active for a minimum of 7 days.
“Storage” contains block level VM capacity surfaced to you through your purchased class of service.
Storage is ordered in the increments defined below. Storage usage is intended for core operating
system and applications only.
“Subscription Software” is any software provided to you and for which you are billed for its use.
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“Support” is the service to be delivered by Contour as described in Sections 2.2 to 2.7 of this Service
Description.
“Third-Party Licenses” are those licenses for third-party software that are made available to you as
optional services (either through the Service Catalog or otherwise).
“Usage Charges” are those Service Offering components that are billed based upon usage. These
charges will be invoiced in arrears as described in Section 3.1 of this Service Description.
Core Components
Core components are ordered for specific subscription terms. Each component will be invoiced and payable on
a monthly basis or invoiced and payable as a lump sum if a pre-paid Service Offering is ordered.
Each core offering comes with the following standard options:
•
•

IP Addresses: 1 Public IP Address for access to the Administration Console and Desktop Portal/Broker
Bandwidth: Each account is provided an aggregate bandwidth amount equal to the sum of desktop
peak bandwidths as totaled from the desktop models ordered. Average expected bandwidth is also
listed for each model for client-side planning purpose.

Standard Desktop Core
Desktops that can run a Windows Client or Windows Server OS with the following specifications:
•
•
•
•

vCPU: 1 vCPU
vRAM: 2 GB
HD: 30 GB
Workload Type: VDI

Enhanced Desktop Core
Desktops that can run a Windows Client or Windows Server OS with the following specifications:
•
•
•
•

vCPU: 2 vCPU
vRAM: 4 GB
HD: 60 GB
Workload Type: VDI

Boosted Desktop Core
Desktops that can run a Windows Client or Windows Server OS with the following specifications:
•
•
•
•

vCPU: 4 vCPU
vRAM: 8 GB
HD: 120 GB
Workload Type: VDI

Superior Desktop Core
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Desktops that can run a Windows Client or Windows Server OS with the following specifications:
•
•
•
•

vCPU: 8 vCPU
vRAM: 16 GB
HD: 240 GB
Workload Type: VDI

Usage Restrictions
Virtual Servers that are deployed with these desktops are intended for use with desktop applications only.

If the bandwidth at your site whether on-site or remote is not sufficient to meet the needed requirements due
to capacity or utilization conflicts we are not liable for performance related issues.

Appendix B – Contour Cloud DaaS summary of items included and
available for purchase separately
Included in Contour Cloud DaaS:
•
•

Infrastructure for desktops, hosted apps servers and images
Standard Contour image templates per account
o Choice from Microsoft Windows supported versions)

Optional:
•
•

Additional storage in 1GB increment for use with desktops or images
o Direct Connect for MPLS bridging and SD WAN
Services Included:
o One VM to serve as a utility server (domain controller, DHCP relay, or file server)
o Additional utility servers can be created
o VPN and network configuration per Contour Cloud setup

Microsoft Licensing Recommendations
The following are recommendations only. Please verify licensing requirements and restrictions with your
Microsoft Licensing distributor & and or reseller.
Contour Cloud DaaS does provide any guest OS licensing required for the full use of the Horizon solution. All
necessary Microsoft licenses for operating Contour Desktops and Hosted Apps Servers are available from
Contour.
Windows Server VMs must use Windows Server OS licenses. Contour can provide Windows Server Datacenter
Edition.
Please note as Horizon desktop supporting hardware and Microsoft Licensing policy may change over time,
please check with your Contour Account Manager for the latest recommendations.
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Appendix D – Design

4259 West Swamp Road, Suite 301 | Doylestown, PA 18902 | contourds.com
SHAPING THE FUTURE OF DATA MANAGEMENT

